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Cybersecurity: Dos and Don’ts
ERRE DA

We live in the world where more and more
devices are connected to the Internet.
Greater connectivity brings convenience and
opportunities but also comes with higher
security risks. Governments, businesses, and
individuals are increasingly exposed to various
kinds of cybersecurity threats. This August,
chipmaker giant TSMC (Taiwan Semiconductor

Manufacturing Company Limited) was forced to shut down several factories
for three days after their computer systems were infected by a variant of the
notorious ransomware WannaCry. This incident costs a roughly 2 percent loss in
their third-quarter revenue. According to the public statement made by TSMC,
the virus outbreak was not a result of cyber attacks launched by hackers but the
consequence of an operational error. It is quite surprising that a big industry player
like TSMC was vulnerable to security flaws.
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When it comes to cybersecurity, many of

us may think that as long as there is anti- HIRERL D (I AFTRRG
virus software installed on our devices, we o L S ﬁﬂﬁiﬁ% oo fRm
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proper security awareness and practice
good habits.

Here is a list of dos and don’ts that can help you examine your cybersecurity habits.

Dos

1.Update your software and OS regularly.
Set up automatic updates for your software and OS so that
whenever security patches are released, you can install them

immediately.

2.Use complicated passwords.
Your password should be a combination of numbers, uppercase, and lowercase letters.
Cybersecurity specialist Bruce Schneier proposes that a simple way to create a secure
password is by using an English sentence and taking out the letters or words. For
example, you can turn the following sentence “This little piggy went to market” into a
strong password “tIpWENT2m.”

N e REE 2TR] TR AL A EnR 2 EY R -
liﬂiﬁﬁﬁﬁm%ﬁ&
RTFHEWE L S Adp (A7 NI XA BH L 2REF -
2. B AFRDIG
BAEERFED BT A BFAL)RFA LA FTEERF LA H 3 F A
IS ’&;@E%H‘!—- 4+ = = ’,Tk;{j:};— aEe pe #?*Bxff__a & F oo Hldo 2
Tigw#E < This little piggy went to market; (&&- ] g3 3 H4 )
Tfu? Hﬁﬁdv t1pWENT2m 578 % B %45 o

NKUST = 5

e-Newsletter



N4

)

i

"

&
-
=
=

3.Back up regularly.

Back up your data by using an external 3. & T
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hard drive or a cloud storage service.
Save more than one copy.
4.Use two-factor authentication.

Don’ts
1.Do not click on suspicious links or open unknown attachments.
Think twice before you click on any link in an email or in a social networking app.
You might fall victim to a phishing scam. Also, never open untrusted attachments as
they may contain malware.
2.Do not use the same password for different accounts.
Even if you have a strong password, it is unwise to use the same one across your
accounts. Once your password is leaked, hackers can get access to all your account
information.
3.Do not trust free stuff on the Internet.
Avoid downloading software or videos from unknown websites. They may contain
spyware or malware that could compromise your computer.
4.Do not leave your computer unattended in
a public place.
It is better not to leave your computer in a
public place like a coffee shop or a restaurant.
If you have to do so, remember to lock your
screen so that no one can access your data
without a password. You might also need a
physical lock to chain your laptop to a table to

protect it from being stolen.
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4. suspicious (adj.) AR (3)https://www.schneier.com/blog/
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6. scam (n.) ZEBR
7. malware (n.) EZHK e OR * % ik _
8. spyware () st (1)https://blog.trendmicro.com.tw/?p=50013
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